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DISCLAIMER



WHAT IS BEC?



THREAT ACTORS

Hacktivism Criminals

Nation States Insider Threats

Opportunistic User Error



TYPES OF BEC 
ATTACKS

False Invoice Scam: In this attack, 
the phisher pretends to be a vendor 
requesting payment for services 
performed for the company. Often, 
this type of attack will masquerade 
as one of an organization’s actual 
suppliers and use a realistic 
template but change the bank 
account information to an account 
controlled by the attackers.

CEO Fraud: CEO fraud takes 
advantage of power dynamics 
within a company. The attacker will 
send an email – supposedly from 
the CEO – instructing the recipient 
to take some action. This may be to 
make a wire transfer to “close a 
business deal” or sending sensitive 
information to a partner.

Account Compromise: An account 
compromise BEC attack takes 
advantage of a compromised email 
account within an organization. 
With this access, the attacker can 
request invoice payments from 
customers while changing the 
payment details to those of the 
attacker.

Attorney Impersonation: This type 
of attack takes advantage of the 
fact that low-level employees within 
an organization are likely to comply 
with requests from a lawyer or legal 
representative because they don’t 
know how to validate the request. 
This approach often makes the 
request seem time-sensitive and 
confidential to prevent independent 
verification.



REAL TEXAS EXAMPLES

2023 - Large Panhandle County 
- Fake invoice - $566k

2019 - Smaller County Jail - Phishing email from personal account 
led to Ransomware

2022 - TAC Members  - 2/3 cyber claims have 
BEC events involvement





STEPS TO PREVENT BUSINESS EMAIL COMPROMISE

Train Employees Implement Security Policies Monitor Email Traffic



PREVENTION

1 Awareness Training 2 Strong Passwords/MFA

3 Develop Policies and SOPs 4 Stay Informed & Vigilant



RESPONSE

• When an incident happens...

• Have a playbook

• Who's in charge of communication?



BEC

RESOURCES

• Stop. Think. Click.

• Cybersecurity & Insfrastructure Security Agency

• TX Dept. of Information Resources

• eRiskHub

• Texas Association of Counties - RMP

• Peers



BEC

THANK YOU


	Slide 1
	Slide 2
	Slide 3
	Slide 4
	Slide 5
	Slide 6
	Slide 7
	Slide 8
	Slide 9
	Slide 10
	Slide 11
	Slide 12

